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ABSTRACT

Fundamental quantum optics test as well as quantum cryptography and quantum teleportation are based on the
distribution of single quantum states and quantum entanglement respectively. We will discuss recent experimental
achievements in the field of long-distance quantum communication via optical fiber as well as in free-space over
a record breaking distance of 144 km. The European Space Agency (ESA) has supported a range of studies
in the field of quantum physics and quantuminformation science in space for several years, and consequently a
mission proposal Space-QUEST Quantum Entanglement for Space Experiments was submitted to the European
Life and Physical Sciences in Space Program. This proposal envisions to perform space-to-ground quantum
communication tests from the International Space Station (ISS) and will presented in this article.

Keywords: Quantum communication, quantum cryptography, quantum teleportation

1. INTRODUCTION

Quantum mechanics predicts that entangled systems have stronger than classical correlations that are indepen-
dent of the distance between the particles and are not explicable with classical physics.1,2 It is an open issue
whether quantum laws, originally established to describe nature at the microscopic level of atoms, are also valid
in the macroscopic domain accessible in space. Testing the quantum correlations over distances achievable with
systems placed in the Earth orbit or even beyond3 would allow to verify both the validity of quantum physics
and the preservation of entanglement over distances impossible to achieve on ground.

Quantum mechanics is also the basis for emerging technologies of quantum information science, presently a
very active research field in physics. Today’s most prominent application is quantum key distribution (QKD),4

i.e. the generation of a provably unconditionally secure key at distance, which is not possible with classical
cryptography. Another area of applications is in metrology, where quantum clock synchronization and quantum
positioning5 are studied.

Classical physics inherently includes assumptions of locality and realism. Reality supposes that results of
measurements are associated to properties that the particles carry prior to and independent of measurements.
Locality supposes that the measurement results are independent of any action performed at space-like separated
locations. Consequently local realism imposes constraints on statistical correlations of measurements on multi-
particle systems (in so called Bell-type experiments1). Quantum mechanics, however, predicts much stronger
correlations and is therefore in contradiction with at least one of the underlying principles. Up to now, many
experiments performed on ground have been performed confirming the quantum mechanical predictions on these
scales. To perform such kind of experiments over long (even astronomic) distances would verify the validity of
quantum physics and the preservation of entanglement on the new scales accessible and will eventually allow us
to realize quantum communication demonstrations on a global scale.

Here we will first discuss experiments we performed as a proof-of-principle demonstration of the various
quantum communication protocols. In the last section we will give more details on our proposal to the European
Space Agency ESA to perform theses experiments in space.
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Figure 1. The Vision: Distribution of pairs of entangled photons using the International Space Station (ISS). Entangled
photon pairs are simultaneously distributed to two separated locations on Earth thus enabling both fundamental quantum
physics experiments and novel applications such as quantum key distribution (QKD).

1.1 QUANTUM KEY DISTRIBUTION

Quantum key distribution provides informationtheoretically provable secure communication methods for indi-
viduals based on qualitatively new concepts in quantum mechanics, which are much more powerful than their
classical counterparts. Unlike traditional cryptography, which depends on the computational complexity of
mathematical techniques to reduce the possibility that eavesdroppers might learn the contents of encrypted mes-
sages, quantum cryptography depends on the fact that naive attempts to read quantum information will destroy
the information (ie. there is no way to copy unknown quantum states6 nor to measure it with an arbitrarily
high precision due to the Heisenberg uncertainty principle). For the communicating partners, a combination of
quantum and classical techniques are used to produce keys which can be proven to be information theoretically
unconditional secure - that is, a produced hidden key cannot have been read by any other than the intended
participants. This is because measurements on the quantum carrier of information disturbs it and therefore
leaves traces, for an overview see Ref.4 Two well known schemes of QKD are used in practical systems used
today. The first is to send random single quantum states (generated usually from a faint pulsed laser) to a
receiver.7 The second scheme is based on entangled pairs and uses Bell’s inequality to establish security.8 Both
Alice and Bob receive one particle out of an entangled pair.9 Using receiver units identical to the one used in
the faint pulse cryptography scheme, they establish identical random keys at both receiver units.

The potential eavesdropper would introduce errors with her measurement, so that the quantum bit error
ratio (QBER) of the sifted key gives an upper bound on the information an eavesdropper might have gained.
The QBER is calculated during the classical error correction procedure and is used to infer the shrinking ratio
that is needed to make sure that the information of a potential eavesdropper on the key is negligible. The key
is then hashed to this secure length during privacy amplification. Such a quantum source on a space-based
terminal could distribute quantum states to one- or even simultaneously to two optical ground stations where
the quantum key will be generated.
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Figure 2. The setup for free-space entanglement distribution between La Palma and Tenerife. An entangled photon pair is
created in La Palma, one photon is measured locally and it’s partner is sent over the 144 km free-space path to Tenerife,
where it’s measured using a 1 m telescope of the European Space Agency.

QKD is intrinsically a point-to-point key establishment protocol between the two locations where the QKD
devices are located. It is also possible to extend single QKD links, as described above, to a quantum network by
key relaying along a chain of trusted nodes10,11 using satellites as well as fiber-based systems. Furthermore, the
efficiency of quantum networks can be improved employing quantum percolation protocols.12 Furthermore such
a quantum transceiver in space is capable of performing two consecutive single downlinks using the entangled or
the weak pulse laser onboard the satellite establishing two different secure keys between the satellite and each
of the ground stations (say, Vienna and Tokyo). Then a logical combination of the two keys (e.g. bitwise XOR)
is sent publicly to one of the two ground stations. Out of that one unconditionally secure key between the two
ground stations can be computed. Using such a scheme would allow for the first demonstration of global quantum
key distribution. Networked QKD have much greater impact, and indeed will ultimately become additionally to
optical fiber in communication networks on local area network key distribution schemes.

2. FREE-SPACE QUANTUM COMMUNICATION

As an important step towards quantum communication protocols using satellites, various proof-of-principle
demonstrations of quantum communication protocols have already been performed over terrestrial free-space
links.13–16 An experiment was carried out on the Canary islands using a 144 km free-space link, between the
neighboring Canary islands La Palma and Tenerife (Spain), where ESA’s 1-meter-diameter receiver telescope,
originally designed for classical laser communication with satellites, was used to receive single photons. Entangled
photons were distributed between this two islands17 as well as an faint laser pulsed quantum key distribution
was demonstrated over this 144 km link.18

A satellite-to-Earth quantum-channel down-link was simulated in an experiment by reflecting attenuated
laser pulses off the optical retroreflector on board of the satellite Ajisai, whose orbit has a perigee height of
1485 km.19 We choosed the relevant experimental parameters in order to make the number of photons per
laser pulse in the downward link much less than unity. Our investigation differs with respect to the satellite
laser ranging techniques,20 since we were counting the returns in a series of pre-determined time bins and not
measuring the range time. Our observable was not the range itself but the number of detected photons per
second, as an initial step toward the measurement of the individual photons in quantum communication. Our
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Figure 3. Long-distance quantum teleportation across the River Danube.

aim was to demonstrate that a source corresponding to a single photon emitter on a LEO satellite can indeed
be identified and detected by an optical state-of-the-art ground station, even in the presence of a very high
background noise. According to the link-budget, only an average of 0.4 photons are directed in the downward
channel, thus realizing the condition of the single-photon channel. The return rate observed for satellite Ajisai
corresponds to a total attenuation along the light path of −157 dB, including the telescope, the optical bench
and the detector.

An important component in space based quantum communication is a source for entangled photons, that
is suitable for space applications in terms of efficiency, mass and power consumption. A source fulfilling the
payload requirements based on highly efficient down-conversion crystals which deliver the necessary numbers of
photon pairs is published in.21,22

3. QUANTUM TELEPORTATION

Efficient long-distance quantum teleportation23 is a crucial ingredient for future quantum computer application,24

since quantum computers25,26 internally compute quantum states and will have to communicate among each
other. Quantum repeaters27 will allow to distribute quantum entanglement over distances thus being vital for
future global quantum communication networks. At present the only suitable system for efficient long-distance
quantum communication is photons. A quantum teleportation over long-distances was performed in fiber over
600m.28 This fiber was installed in the sewage system underneath the city of Vienna across the river Danube.

Quantum teleportation is based on a quantum channel, here established through a pair of polarization-
entangled photons shared between Alice and Bob. This was implemented by using an 800-metre-long optical
fibre installed in a public sewer system located in a tunnel underneath the River Danube, where it is exposed
to temperature fluctuations and other environmental factors. For Alice to be able to transfer the unknown
polarization state of an input photon, she has to perform a joint so-called Bell-state measurement on the input
photon and her member of the shared entangled photon pair. Our scheme allows her to identify two out of the four
Bell states which is the optimum achievable with only linear optics.29 As a result of this Bell-state measurement,
Bob’s receiver photon will always be found in a state already containing full information or a simple bit-flip
operation depending on the specific Bell state that Alice observed. Our teleportation scheme therefore also
includes active feed-forward of Alice’s measurement results, which is achieved by means of a classical microwave
channel together with a fast electro-optical modulator (EOM). It enables Bob to perform the bit-flip on his
photon to obtain an exact replica of Alice’s input photon. For successful operation of this experimental scheme,
Bob has to set the EOM correctly before photon arrives. Because of the reduced velocity of light within the
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Figure 4. The terminal foreseen to be attached to the European ISS module Columbus consists of an entangled photon
pair and a faint laser module. The two telescopes will be used to transmit the single photons to two different ground
ground stations.

fibre-based quantum channel (two-thirds of that in vacuum), the classical signal arrives well before the photon
which has to be teleported. In this experiment we were able to teleport a qubit with a fidelity of up to 0, 86%.
In a future space experiment a quantum teleportation might also be possible in an uplink scenario similar to
what is described in.30

4. SPACE-QUEST

Terrestrial free-space links suffer from obstruction of objects in the line of sight, from possible severe attenuation
due to weather conditions and aerosols31 and, ultimately, from the Earths curvature. With current optical
fiber and photon-detector technology quantum communication on ground is limited also to the order of 100
of kilometers32 this was tested in experiments by.33,34 The use of satellites allows for experimental tests on
quantum entanglement on a global (or even an astronomical) scale and it allows for demonstrations of quantum
communication on a global scale clearly not possible on ground.

The Space-QUEST (Quantum Entanglement for Space Experiments) proposal envisions to perform space-
to-ground quantum communication tests from the International Space Station (ISS) orbiting at a hight of about
400 km. The single and entangled photons will be produced by a quantum source onboard the ISS and transmitted
via free-space optical communication links simultaneously to one or two different optical ground stations.35 The
quantum transceiver is currently foreseen to be placed on the external pallet of the European Columbus module
at the ISS. The proposed payload is compliant with the specifications given for pallet payloads as provided by
ESA.36 The requirements are: size 1.391.170.86 m3, mass < 100 kg, and a peak power consumption of < 250 W,
respectively. A preliminary design of a satellite-based quantum transceiver (including an entangled photon
source, a weak pulse laser sources, single photon detection modules together with two transceiver telescopes)
based on state-of-the-art optical communication terminals and adapted to the needs of quantum communication
is described in detail in37 and is currently developed in a collaboration with partners from academia and industry.

5. CONCLUSION

After having reviewed experiments to demonstrate the feasibility of quantum communication in real world
scenario over free-space links we presented our Space-QUEST proposal to the European Space Agency. The space
environment will allow quantum physics experiments with photonic entanglement and single photon quantum
states to be performed on a large, even global, scale. The Space-QUEST proposal aims to place a quantum
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communication transceiver containing the entangled photon source, a weak pulsed (decoy states) laser source and
single photon counting modules in space and will accomplish the first-ever demonstration in space of fundamental
tests on quantum physics and quantum-based telecom applications. The unique features of space offer extremely
long propagation paths to explore the limits of the validity of quantum physic’s principles. In particular, this
system will allow for a test of quantum entanglement over a distance exceeding 1000km, which is impossible
on ground. The present programmatic roadmap of Space-QUEST is compatible with a launch date by end of
2014.38
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